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RIPE NCC 

• The RIPE NCC engages strategically with 
governments, law enforcement agencies (LEAs) 
and inter-governmental organisations on behalf of 
its membership and community 

• RIPE NCC Roundtable Meetings for governments 
and regulators in various regions 

• Engagement with LEA representatives through our 
own dedicated events, direct capacity-building 
efforts with specific agencies and participation in 
LEA events
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Why?

• Law enforcement uses the RIPE Database to “try” to 
identify the service provider closest to criminal 
activity so that they can serve legal process on them 

• There is a lot of confusion about the RIPE Database: 

- LEAs are more familiar with domain whois lookups 

- Often expect to directly find a link to the End User 

- Failed lookups are interpreted as inaccurate data 

- YES! LEAs are aware that there are other tools out 
there
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Europol - EC3

• Training - Developed webinar training courses for 
LEA and Governments 

- First one starts Monday and already over 350 registrations  

• RIPE NCC is a member of the Communication 
Providers Advisory Group  

• Signed an MOU with Europol in December 2016
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Interpol 

• Interpol Global Cybercrime Expert Group (IGCEG). 
This group advises Interpol on policy formulation 
and projects 

• In discussion about a MOU 

• Training courses
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EU Commission

• Working with DG HOME, DG CNECT and others 
on how we can be used as a centre of excellence 
(IoTs, smart cities, security and trustfulness on the 
Internet) 

• Training/awareness/capacity building 
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Outcomes/Key Messaging

• Explained the RIR Policy Development Process 

• Invited the members of the LEA/Governments to 
participate: 
- At our meetings 
- In our policy development discussions 
- Mailing Lists 
- Accountability Task Force 

• Explained how to report inaccuracies 
- And how the RIPE NCC follows up with these 
- Identified the need for more capacity building to get 

a better understanding of the RIR databases
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Some Stats re LEA request
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Summary

• The RIPE NCC and the RIPE community take 
security on the Internet very seriously 

• We work with all stakeholders - industry/
governments/LEA - to help achieve this.  

- This includes all the RIRs - we work together 

• We already do a lot but we know we can do more!



Questions
rleaning@ripe.net 
+44(0) 7814744079
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